Teacher Online Safety Resources — mapped to

Education for a Connected World
1. Self-image and Identity

KS3: Dove Self-Esteem Project: https://www.dove.com/uk/dove-self-esteem-project/school-workshops-on-body-

image-confident-me.html|
KS3: SWGTfL drama resource: All: Media Smart: http://mediasmart.uk.com/teaching-resources

https://swgfl.org.uk/resources/with-friends-like-these/
All: Digital Literacy (SWGFL): http://www.digital-literacy.org.uk (Self-image & Identity)
All: Online Body Image: https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/online-body-image

2. Online relationships

KS3: Real Love Rocks: http://www.barnardosrealloverocks.org.uk/the-real-love-rocks-resource/

KS3: Clare thought she knew CEOP video: https://www.youtube.com/watch?v=Z5WEnqgng1Hk

KS3: Exploited CEOP video: https://www.thinkuknow.co.uk/professionals/resources/exploited

KS3: Crossing the line: https://www.childnet.com/resources/pshe-toolkit/crossing-the-line

All: Healthy Relationships: https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/healthy-relationships

All - http://www.digital-literacy.org.uk (Relationships and Communication, Internet Safety)

Digital Romance (Teachers): https://www.thinkuknow.co.uk/professionals/resources/digital-romance/
All: Project deSHAME: https://www.childnet.com/our-projects/project-deshame

All: Kayleigh’s Love Story with resources: https://www.derbyscb.org.uk/kayleighs-love-story/

All: Audio: Alicia’s story (girl groomed online): http://www.bbc.co.uk/programmes/p03lbz5c

All: Disrespect Nobody: https://www.disrespectnobody.co.uk/

3. Online reputation

KS3: Create your Digizen : https://www.childnet.com/resources/create-your-digizen
KS3: Promoting Ethical Behaviour Online: http://mediasmarts.ca/lessonplan/promoting-ethical-behaviour-online-

our-values-and-ethics-lesson All: Online Reputation Checklist: https://www.childnet.com/resources/online-

reputation-checklist

KS3: The Photo Album video: http://www.dubestemmer.no/node/191

All: Picture This (Drama activity about sexting): https://www.childnet.com/resources/picture-this

All - http://www.digital-literacy.org.uk (Digital Footprint & Reputation)

All: Ditch the Label: https://www.ditchthelabel.org/

Live Streaming and Sexting

All: CEOP resources: https://www.thinkuknow.co.uk/professionals/resources/live-streaming/

Sexting advice for schools (UKCIS): https://www.thinkuknow.co.uk/professionals/resources/sexting-in-schools/

Online bullying
All: Stop Speak Support: https://www.stopspeaksupport.com/

All: Bullying UK: https://www.bullying.co.uk/cyberbullying/

All - http://www.digital-literacy.org.uk (Cyberbullying)Cyberbullying resources:

https://www.childnet.com/blog/free-cyberbullying-resources-for-teachers

Kidscape: https://www.kidscape.org.uk/resources-and-publications/resources-for-professionals/




5. Managing online information

Hoax sites (KS3)
http://zapatopi.net/treeoctopus/

http://zapatopi.net/belgium/

http://www.buydehydratedwater.com/

http://www.teach-ict.com/ks3/year8/information reliability bias/information reliability spoofs.htm

Video - Flying penguins: https://www.youtube.com/watch?v=9dfWzp7rYR4

Video - Spaghetti tree: https://www.youtube.com/watch?v=tVo wkxH9dU
Fake news
Help Your Students Spot False News:

https://www.bbc.co.uk/programmes/articles/4fRwvHcfrShYMMItFqvP6gF/help-your-students-spot-false-news

KS3: How fake news is presented: https://www.bbc.com/bitesize/clips/zsk4ng8

Cambridge University ‘Make bad news’ game: https://getbadnews.com/#intro
Other resources

All - http://www.digital-literacy.org.uk (Information Literacy)

All: Online Pornography: https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/online-pornography
Searching
Video — How search works: https://www.youtube.com/watch?v=BNHR6IQJGZs

Google searches lesson plans: https://www.google.com/intl/en-us/insidesearch/searcheducation/lessons.html
Radicalisation/Extremism — Critical thinking

Gov info: www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation

Trust me http://www.childnet.com/resources/trust-me

Educate against Hate  https://educateagainsthate.com/teachers/?filter=classroom-resources
6. Health, wellbeing and lifestyle

Young Minds: https://youngminds.org.uk/resources/

7. Privacy and security

All: 1ICO Secondary School lesson plans: https://ico.org.uk/for-organisations/in-your-sector/education/resources-for-

schools/secondary-school-lesson-plans/

All - http://www.digital-literacy.org.uk (Privacy & Security)
8. Copyright and ownership

All: Childnet Music, Film, TV and the Internet: https://www.childnet.com/resources/downloading/home

All: Cracking Ideas: https://crackingideas.com/

All: Creative Commons: https://creativecommons.org/

All - http://www.digital-literacy.org.uk (Creative Credit & Copyright)

All: Get it Right from a Genuine Site: https://www.getitrightfromagenuinesite.org/

Other
Webwise: http://www.bbc.co.uk/webwise/0/
Thinkuknow toolkit: https://www.thinkuknow.co.uk/professionals/resources/thinkuknow-toolkit/

LGFL Resource Centre — Filter by Topic: https://www.lgfl.net/online-safety/resource-centre?a=2
Policies & Framework for Online Safety
UKCIS Education for a Connected World: https://www.saferinternet.org.uk/blog/education-connected-world

Policies: https://www.lgfl.net/online-safety/resource-centre?s=24

Digital Parenting Magazine (free for schools): https://parentzone.org.uk/digitalparenting
Recommended book: The Cyber Effect by Mary Aiken: https://www.amazon.co.uk/Cyber-Effect-Pioneering-
Cyberpsychologist-Behaviour-ebook/dp/B00Z70VHQE
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